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Smart Souq Al-Mubarakiya ubarakya St
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The dream Security
This is my dream for Al-Mubarakiya, and | wanted to share it Designed as IEC 62443 zones and conduits, drawn and
with everyone: that the souq stays as we know and love it, reviewed with Hisn: nothing to flag, a control named for all six
with its soul and its history, and becomes safer through IEC 62443 areas the review can check, a design check rather
smart technology that works in silence. The idea: small than a certification. Threat modeled, a conduit matrix that
sensors nobody notices, a local unit inside the souq, a small denies by default, privacy by design, and no physical control
computer in a municipal room, that keeps the fire alarm and goes live without an independent assessment.
the public address working even if the internet is cut, a living
digital twin built on the numbered map itself, a fence of Phases
protection around all of it, and a vision shared to read and .
X Phase Duration Gate
discuss.
0 Discover and 6to8 heritage and privacy
What makes Mubarakiya different govern weeks approvals
¢ Heritage: nothing drilled into historic facades, NCCAL 1 Pilot one zone 3to 4 review with merchants and
signs off first. months Kuwait Fire Force
e Climate: 50 C summers and dust, every device rated 60 C . )
and IP65 or better. 2 Scale the souq 6to9 independent security
months assessment
o Life safety first: narrow alleys, wooden roofs, dense
restaurants, peak crowds. 3 Intelligence and about 6 privacy review per data
« Many owners: Municipality, MOI, Kuwait Fire Force, NCCAL, services months product
CITRA, MEW, Commerce, merchants. 4 Operate and ongoing yearly review
e Privacy: count people, never identify them. replicate

Four layers What a pilot would take

e Sensing: fourteen classes on private LoRaWAN, two
vendors per class.

About sixty devices on the restaurants street, Safat Square,
and Gold Parking, three gateways, a redundant edge pair, the

» Edge: five gateways, fiber plus NB-loT backup, a redundant open source platform, fire panel and PA integration accepted
edge pair with local rules and 72 hours of autonomy, an OT with Kuwait Fire Force, a penetration test, a tabletop exercise,
conduit that passes only signed commands. and ten percent spares. Most of the cost is civil works and

¢ Platform: broker with a certificate per device, time series, integration, not sensors.

digital twin keyed to the map, a CA that signs firmware.
Open source core, Azure path.

e Applications: safety first dashboard, alert routing to Kuwait
Fire Force with human confirmation, merchant portal by
zone and hour, public wayfinding and open data.

This work is part of an educational experience. The ideas are owned by Ali AIEnezi. The entities mentioned, Kuwait Municipality, the Ministry of Interior, Kuwait Fire Force, NCCAL, CITRA, the
Ministry of Electricity and Water, the Ministry of Commerce, the merchants, and SANS, are mentioned only to elaborate on the ideas and have no real link or connection to this work. SANS is named
only as a suggestion for training, and none of its copyrighted material is used here. © 2026 Ali AlEnezi. All rights reserved.
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